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1. PREREQUISITES

e CryptolD SDK / HyperPKI_HPY?2003 Token Manager
e Certificate is enrolled inside CryptolD
e Adobe Acrobat

2. DIGITALLY SIGN ADOBE ACROBAT DC

a) Open Adobe Acrobat, follow these steps:
Click on Menu then Preferences

= mand And Sup)
*| open. Ctits0
All tools Open recent files >

Create PDF

All tool{ combine files
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D B Save as.. Shift+Ctrl+S
(— Convert to Word, Excel or PowerPoint
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Share file
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0 0% print Ctri<p
E Ad Search >
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Undo, Redo & more >
p
@' " View >
& Re Disable new Acrobat Reader
Co
Window >
@ Pre  Help >
Preferences.. Cirl+K
A Fill
Protection >

conw  Document properties.. Ctrl+D -
Exit application Ctrl+Q




Click Security, select Load Security settings from a server and then click OK

Preferences

Categories:

Security

Commenting
Documents Configure Server Settings
Full Screen
Genearal - Timestamp Servers More—_
Page Display = Directory Serwvers
Accessibility
Adobe Online Services
Email Accounts Security Setti
Forms E
Identity
Intermet Import Export __

waScri
- Pt Load security settings from a server
Language
Measuring {2D) URL: I
Measuring (3D
Measuring (Geo) Settings must be signed by: | allow Any Certificate - Browse_
Multimmedia & 3D
Multimedia (legacy) _

Check every: () Week (@) Month Update M

Multimedia Trust {(legacy) == s
Reading O 2 weeks 2 3 Months Ask before updating
Reviewing
Search

Adobe Experience Manager Document Security

=

Security (Enhanced)
Signatures

spelling

Tracker

Clear remembered account information_

Microsoft Purview Information Protection

Trust Manager
Linits

Clear remembered account information_

Click Security (Enhanced), make sure select the same options as the image shown : )

Categories: Sandbox Protections
Disable the protect mode

Commenting []Enable Protected Mode at starty,

Run in AppContainer [ Create Protected Mode log file View log

Documents
Full Screen Protected View
e O Files from potentially \nsafe focations
Page Display
O All files
Accessibili
Adobe Online Services Enhanced Security
Ei il A
e i | A enable Enhanced security | [ Cross domain log file Vs
Identity
N Privileged Locations
JavaScript If your workflows are negatively impacted by security settihgs, use Privileged Locations to
Language selectively trust files, folders, and hosts to bypass those sectkity setting restrictions.
Measuring (2D) Privileged Locations allows you to work securely while grantifg trust to items in your
Measuring (3D) workflow.
Measuring (Geo) [] Automatically trust documents with valid certification
Multimedia & 3D
Multimedia (legacy) I Automatically trust sites from my Win OS security zones I iew Windows Trusted Sites

Multimedia Trust (lega

Reading /' N

Eeoeang Adobe Acrobat

Search

Security

Sy e W s
Signatures * manually restart the applicatiyn.

Spelling

S ches Are you sure you want to continye?

Trust Manager
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Add File Add Folder Path Add Host Remove

What is Protected View? What is Enhanced Security? = What are Privileged Locations?

OK Cancel




After the settings, restart your Adobe, then click Edit-preferences, click Security
(Enhanced), you can see the page is shown like this:

Preferences x

Categories: Sandbox Protections

Commenting [[] Enable Protected Mode at startup Run in AppContainer
Documents
Full Screen Protected View (@ Off
Genera! (O Files from potentially unsafe locations
Page Display
O All files
Accessibility
Adobe Online Services Enhanced Security
Email Accounts
Forms

Identity
Internet

Enable Enhanced Security [ Cross domain log file View

Privileged Locations

JavaScript If your are d by security settings, use Privileged Locations to
Language selectively trust files, folders and hosts to bypass those security setting restrictions.
Measuring (2D) Privileged Locations allows you to work securely while granting trust to items in your
Measuring (3D) warldlow.

Measuring (Geo) [] Automatically trust documents with valid certification

Multimedia & 3D
Multimedia (legacy) Automatically trust sites from my Win OS security zones View Windows Trusted Sites
Multimedia Trust (legacy)
Reading

Reviewing

Search

Security

Signatures

Spelling

Tracker

Trust Manager

Units

Add File Add Folder Path Add Host Remave

What is Protected View? = What is Enhanced Security? =~ What are Privileged Locations?

Then click Signatures, Select More on the Identities & Trusted Certificates. (Only for users
using Crypto ID Certificate Utility)

Preferences x

Categories:
Digital Signatures
Commenting

Creation & Appearance

Documents
Full Screen Control ontions for sianat .
- Control options for signature creation =
Seneal « Set the appearance of signatures within a document
Page Display
Accessibility Verification
Adobe Online Services
A + Control how and when signatures are verified i
Forms
Identity
- Identities & Trusted Certificates
JavaScript

Language - Create and manage identities for signing
- Manage credentials used to trust documents

Measuring (2D)

Measuring (3D)

Measuring (Geo) Document Timestamping
Multimedia & 3D
Multimedia (legacy) « Configure timestamp server settings P

Multimedia Trust (legacy)
Reading
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Search

Security
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Unfold Digital IDs, select PKCS#11 Modules and Tokens:

Categories:
Digital Signatures

Commenting

Documents ﬁ Digital ID and Trusted Certificate Settings X
Z:'::::e" ~  Digital IDs '!_,‘J / - (:Y ¥ Bxport &% Refresh @ Remove 1D e ‘
Page Display Roaming ID Accour ~ Name Issuer Storage Mechanism E
Accessibility Digital ID Files
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Internet Trusted Certificates
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Language Manage My Digital IDs K.
Measuring (2D)

Measuring (3D) This 1s a list of the digital IDs that are available for your use on this computer. Digital IDs

Measuring (Geo) are private and should not be shared. They are used when you create a digital signature or

Multimedia & 3D when you decrypt documents that are encrypted for you using Certificate Security. |
Multimedia (legacy) B...
Multimedia Trust (leg Each digital ID has a corresponding public certificate which contains identifying information |
Reading about you and which you can share with others. This certificate is used by others to encrypt

Reviewing documents for you. or to validate your digital signatures. Select one of the entries above and

Search click Certificate Details to view information from your certificate. Use Export to share your

Security certificate with others.

Security (Enhanced)

Signatures Use Set Default to set or clear which digital ID is used by default when you sign or encrypt

Spelling documents. Use 4dd ID to add a new digital ID or to find an existing digital ID and add it to

Tracker this view. Use Remove ID to permanently remove a digital ID from this list and wherever it

Trust Manager is stored.

Units

OK | Cancel
Categories:
Digital Signatures

Commenting

Documents {1 Digital ID and Trusted Certificate Settings X
Zt::‘:gle < e Bigiatibe Attach Module | Detach Module ¥ Refresh N
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Adobe Online Servic
Email Accounts

Windows Digital IDs
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Forms
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Internet Trusted Certificates
JavaScript
Language Manage PKCS#11 Modules
Measuring (2D)
Measuring (3D) This 1s a list of loaded PKCS#11 modules. You can load additional modules to gain access to
Measuring (Geo) new cryptographic devices
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If your Windows Operation System is 64bit, and your Adobe is 64bit as well, then you need
load library from C:\Windows\System32\CryptoIDA_pkcs11.dll

Categories:

Documents
Full Screen
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Page Display

Accessibility
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i Digital ID and Trusted Certificate Settings

Locate a PKCS#11 Module
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8 videos
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Name
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CryptoWinRT.dll
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If your Windows Operation System is 64bit, and your Adobe Acrobat version is 32bit, then

Preference
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Locate a PKCS#11 Module
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you need to load library from C:\Windows\SusWOW64\Cryptol DA _pkcs11.dll
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Then you can see CryptolD Module is Loaded. (here my Adobe is 63 but, thus I loaded
library file from C:\\Windows\System32\CryptoIDA_pkcs11.dll, If your Adobe is 32Bit,
you should load from another path, check the content above)
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Attach Module
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Detach Module

Library Path
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| Longmai Technology

C:\Windows\System32\CryptolD... |

Now CryptolD Module is loaded

Module Manufacturer ID:
Module Description:
Library Version:
Cryptoki Version:
Library Path:

Longmai Technology B

Logmai PKCS11# Library

2.0

220
C:\Windows'\System32\CryptoIDA_pkes11.dll

Then unfold the PKCS#11 Modules and Tokens, click Longmai PKCSII# Library,

OK

click Login button. Input your token password and then click OK.
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Now you can use Adobe Sign PDF.
b) Open a PDF file via Adobe Acrobat Reader DC, and make sure the Token is connecting

to the computer.
¢) On the Left hand side there an All Tools Panne lover there Click View more and select
Use a Certificate.

= Menu )  CryptolD Document Signing for . {} Demand And Supply Str. X = + Create

Alltools  Edit  Convert  Sign

All tools x u
@

Re

B2 EditaPDF %
Create a PDF

EIB Combine files

GA
£[] oOrganize pages
- i}
(5! Add comments

&

@ Request esignatures

C | Autools

@ scean&ocr

(4 Protecta PDF
@ Prepare a form
& RedactaPDF
Fill & Sign
Compress a PDF 4 e

B Prepareaform g'] Convert to PDF

A Fil&sign

v
Convert, edit, and e-sign PDF forms.

@ Use print production
d) Then will auto back to the document page. Select Digitally Sign, a promt box appears
= Menu A CryptolD Document Signing for {

& Add a stamp

E% Use a certificate

Alltools Edit  Convert  Sign

{ Use a certificate X u
&,

E% Digitally sign
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e) Then Click OK, Draw an area to show as Digital Signature.
f) Release Your mouse, the Sign with Digital ID will pop up. All certificates in the

computer and CryptolD will be listed out. Select the certificate on CryptolD and click
Continue.

Sign with a Digital ID x

Choose the Digital ID that you want to use for signing:

®) @ pengdongdong@longmai.com.cn (PKCS#11 device) View Details
* Issued by: corp-WIN-SVRCINASNKN-CA, Expires: 2024.06.17

O E§1 asd@longmai.com.cn (PKCS#11 device) View Details
R Issued by: corp-WIN-SVRCIN4A9NKN-CA, Expires: 2024.06.17

=) |r..,_5‘ TEST RSA (PKCS#11 device) View Details
4 Issued by: TEST RSA, Expires: 2035.12.30

@ ( Configure New Digital ID ) ( Cancel )
g) Click Sign.
Sign as "TestCLIENT _sig" X

Appearance  Standard Text v
Digitally signed b
TestCLI ) raclenr so”
. Date: 2019.09.06
E NT_Slg 18:12.20 +0800
[J Lock document after signing View Certificate Details

Review document content that may affect signing




h) Save the file as a backup, here we name it test.pdf, click Save

»| Save As X
— + B > ThisPC » Desktop
Organise New folder I (7]
A Narr Nate - Tur e ~
W This PC " RE MOU e . '
P 3D Objects Office 2013 X86 EN
B Desktop Smart X1 VB
R Documents SmartX3 v3.0 820190318 : File Tolde
wiNoEE & 4 e folde v
& Downloads VIN103%E T
. 2 >
File name: |mﬂ

Save as type:  Adobe PDF Files (*.pdf)

A Hide Folders Cancel

i) After saving the file you“ will be required to enter you PIN for your digital signafure

== Windows Security

Smart Card

Please enter your authentication PIN.

Click here for more information

j) After Entering your PIN then your Digital sign will appear




3. ADD CERTIFICATES AS TRUSTED CERTIFICATES

1. At last, if you are worrying about the alert At least one signature has problems. Don't
worry, it is not the certificate issue. It means the certificate is not trusted by your
computer. You can click the signature stamp, then a panel will show up.

Signature Validation Status

& Signature validity is UNKNOWN.

- The document has not been modified since this signature was applied.

- The signer's identity is unknown because it has not been included in your list of
trusted certificates and none of its parent certificates are trusted certificates.

Signature Properties... Close

2. Click Signature Properties...
Signature Properties X

L Signature validity is UNKNOWN.

Signing Time: 2013/01/06 18:47:59 +08'00"

Validity Summary
The document has not been modified since this signature was applied.

The certifier has specified that Form Fill-in, Signing and Commenting are
allowed for this document. No other changes are permitted.

The signer's identity is unknown because it has not been included in your list of
trusted certificates and none of its parent certificates are trusted certificates.

Signing time is from the clock on the signer's computer.

Signature was validated as of the signing time:
2013/01/06 18:47:59 +08'00"

Signer Info
Path validation checks were successful.

Revocation checking was not performed.

Show Signer's Certificate...

Advanced Properties... Validate Signature Close
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If you trust this certificate and want to add it as a trusted certificate, please operate as

following shown. Please exercise caution.
Certificate Viewer X
This dialog allows you to view the details of a certificate and its entire i e chain. The details cor d to

the selected entry. Multiple issuance chains are being displayed because none of the chains were issuedrby a
trust anchor.

Show all certification paths found

TestCLIENT 01 (0100109100]  Summary Details Revocation Trust  Policies Legal Notice

This certificate is not trusted.

Trust Settings

Sign documents or data

Certify documents
document

Execute high privilege JavaScripts that are embedded in a

X
X
3 Execute dynamic content that is embedded in a certified
X
certified document

X

Perform privileged system operations (networking,
printing, file access, etc.)

Add to Trusted Certificates...

"

< >

@ The selected certificate path is valid.

The path validation checks were done as of the signing time:
2013/01/06 18:47:59 +08'00"

OK

Click OK and Continue

Acrobat Security X

I If you change the trust settings, you will need to revalidate any signatures to see the
. change.

Trusting certificates directly from a document is usually unwise. Are you sure you
want to do this?
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5. Select those options, click OK

Import Contact Settings >

Certificate Details
Subject: Test CLIENT 01 (0100109100)
Issuer: Longmai

Usage: Digital Signature

Expiration: 26/02/2013 16:07:32

Trust

A certificate used to sign a document must either be designated as a trust anchor or
chain up to a trust anchor in order for signature validation to succeed. Revocation
checking is not performed on or above a trust anchor.
Use this certificate as a trusted root
If signature validation succeeds, trust this certificate for:
Signed documents or data
Certified documents
Dynamic content
Embedded high privilege JavaScript

ztr::v;!eged system operations (networking, printing, file access,

6. After finishing the upper steps, reopen this pdf file, you will see the signature is valid
now.

Signature Validation Status

éﬁ Signature is VALID, signed by Test CLIENT 01 (0100109100).
- The document has not been modified since this signature was applied.
- The document is signed by the current user,

Signature Properties... Close
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